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CVARC Security Show

* Thank you - Phil Bartlett KeUJO for invite.

 CVARQC, lots of public service:
— ARES, RACES, Red Cross, DART ...

» Topics on the target list
— Security on cell phones
— Protection software, secure passwords
— Security over the air, security on the internet,
— Importance of firewalls

« Gadgets (Android, iPhone, 3G, USM)
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CVARC Security Show

Security on cell phones
» Code locking, care don't forget, unlock 2
« Some with little or NO encryption

» Tapping wares, few secret numbers

« GPS Tracking
— Turn it off when un-needed (better battery life)

* Try the video Cell Call
« Some great new toys — Use caution
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Protection Software
» Well known brands, check if you care
» Anti-spyware
* Anti-virus
* Run automatically, regularly or often

 Click (strange source) --- Oh Stuft!!
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Secure Passwords

— At least two each A-Z, a-z, 0-9, |@#&()?...
» Not all symbols work .. Crack works

— Good passwords have no words,
— Change often

8/22/2009 CVARC Security (WAGCRE)



CVARC Security Show

Security Over The Air
— Please, come by my house ...
— I'm away take what you need
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Security On The Internet

* They love to see your face

* Try this facebook safety.pdi

» On SNS give up your email list an be
remembered forever ..

— Yf friend in London
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Importance of Firewalls

Internal (host) or Independent

Embedded devices are common
— Wireless Access Points, AP’s,
— Router, DSL Appliance

Only open ports needed

W/less devices (AP’s)
— Secure with best possible, WPA2, WPA, WEP
— MAC address restrict (00:12:34:56:ab:ef)

Don’t donate free access, Black Helo ©
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